Make it Mentoring

Specialists in support for young people and families

Online Safety Policy

(Mentoring Service for Vulnerable Children and Young Adults)

1. Policy Statement

This organisation is committed to safeguarding and promoting the welfare of children and
young adults. Online safety is a core part of our safeguarding responsibilities. We will protect
mentees from online risks, support them to develop safe digital behaviours, and ensure that
staff and volunteers maintain the highest standards of professional conduct in digital spaces.

2. Aims

This policy aims to:

o Protect children and young adults from online harm, exploitation, grooming, bullying,
radicalisation, disinformation, and other digital risks.

o Set clear expectations for staff and volunteers when communicating or working with
mentees online.

o Ensure safe use of technology, in line with statutory requirements and best practice
guidance.

o Equip mentees with skills and knowledge to navigate the online world safely.

e Provide clear procedures for reporting and responding to online safety incidents.

3. Legal and Statutory Framework

This policy is informed by the following legislation and guidance:

Keeping Children Safe in Education (KCSIE) 2025
Working Together to Safeguard Children (2023)
The Children Act 1989 and 2004

The Data Protection Act 2018 and UK GDPR



e The Equality Act 2010
e The Online Safety Act 2023
o Department for Education guidance including:
o Teaching Online Safety in Schools
o Plan Technology for Your School
o Generative Al: Product Safety Expectations

4. Definitions

e Online Safety: Protecting children and young adults from risks associated with online
activity.

e Mentees: Children and young adults supported by the service.

o Staff: All employees, mentors, and volunteers engaged in mentoring or support roles.

S. Roles and Responsibilities

¢ Designated Safeguarding Lead (DSL):
o Oversees the implementation of this policy.
o Provides advice, training, and support to staff.
o Responds to online safety concerns and liaises with external agencies where
necessary.
¢ Managers and Supervisors:
o Ensure staff and volunteers comply with this policy.
o Monitor digital practice within their teams.
o Staff and Volunteers:
o Use only approved digital platforms to communicate with mentees.
o Maintain professional boundaries online.
o Report concerns immediately to the DSL.

6. Safe Use of Technology

o All digital communication with mentees must take place via approved, monitored
platforms.

o Personal devices, personal email accounts, or personal messaging apps (e.g.,
WhatsApp, Snapchat) must not be used.

o Staff must not engage in private, unsupervised online communication with mentees.

o All online sessions should be transparent and, where possible, recorded or logged for
safeguarding purposes.



7. Education and Awareness

o Staff and volunteers will receive training on online safety as part of induction and
through regular refresher sessions.
e Training will cover:
o Grooming, exploitation, and radicalisation.
o Cyberbullying and peer-on-peer abuse.
o Misinformation, disinformation, and conspiracy theories.
o Safe and ethical use of Al and digital tools.
o Mentees will be supported to develop digital literacy skills appropriate to their age
and needs, including how to recognise unsafe content and where to seek help.

8. Managing Online Risks
We recognise the following categories of online risk (as identified in KCSIE 2025):

o Content Risks — exposure to harmful, false, or inappropriate material.
o Contact Risks — unsafe interactions with others online.

e Conduct Risks — unsafe behaviour by the young person themselves.

e Commerce Risks — financial exploitation, scams, or hidden costs.

Staff will remain vigilant to these risks and take action where necessary.

9. Reporting and Responding to Concerns

e Any online safety concern must be reported to the DSL immediately.

e The concern will be logged and assessed in line with safeguarding procedures.

e  Where thresholds are met, the DSL will make referrals to children’s social care, the
police, or other agencies.

o Parents/carers will be informed where appropriate, unless doing so would place the
child at greater risk.

10. Data Protection and Confidentiality

o All digital data will be handled in line with the Data Protection Act 2018 and UK
GDPR.

o Information will be shared with safeguarding partners when necessary to protect a
child.

o Sensitive information will be stored securely and access restricted to authorised staff.



11. Monitoring and Filtering

e The service will use appropriate technical solutions to filter and monitor digital
platforms used by staff and mentees.

o Systems will be regularly reviewed to ensure effectiveness.

o Emerging risks, such as unsafe generative Al tools, will be addressed promptly.

12. Policy Implementation and Review

e This policy will be implemented through staff induction, ongoing training, and
supervision.

o Compliance will be monitored by managers and the DSL.

o This policy will be reviewed annually, or sooner if statutory guidance changes.

13. Related Policies

This policy should be read alongside:

Safeguarding and Child Protection Policy
Data Protection Policy

Code of Conduct

Whistleblowing Policy

14. Approval and Review

o Policy Approved by:
e Date:
¢ Next Review Date:




